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INCYS 4.0 project intends to develop a training course in cyber security awareness and
responsiveness for current and future technicians/ engineers (EQF level 5+) who will work
with/alongside Industrial 4.0 Control Systems. The flexible didactic modules created for InCyS 4.0
consisting of a total of 30-50 hours of training will:

e Provide an overview of the most important concepts associated with the area of Industrial
security.

e Understand the main differences between security policies that are carried out in IT
environments and OT environments.

¢ Analyze the main vulnerabilities and threats that can be suffered in industrial environments.

e Know the different types of attacks that can be made to an OT network or a critical
infrastructure.

e Introduce the most important aspects associated with the protection of critical
infrastructures and current regulations.

e Describe the main countermeasures that can be included to strengthen industrial networks
and protocols.

Additionally to the online training course the project developed a Practical Cyber Security Guide for
technicians covering the fundamentals threats of cyber security for Industrial Systems.

This practical guide is developed in the form of posters that can be placed in the industrial
environment and give directly to technicians the DOs and DON’Ts, in other words the correct
practices in relation to keeping industrial systems safe from all forms of attacks.

This Quick Guide, summarising the main risks and steps to follow for technicians working around
digital control systems in Industry 4.0, can be distributed as a stand-alone fast handbook on the
most basic issues or/and as a complement to the training course.
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2. Practical Cybersecurity Guide
2.1 Computer software maintenance policy

L

“It is important to keep updated softwarein =

company computers to avoid unnecessary risks. ” "€ys

Computer software maintenance policy

———

If it does not affect other system
configuration orsoftware, keep
your Operating System updated

The European Commission support for the production of this publication does not
constitute an endorsement of the contents which reflects the views only of the authors,
and the Commission cannot be held responsible for any use which may be made of the
information contained therein.
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2.2 PLC update policy

“It is important to keep updated software in company
PLC’s to avoid unnecessary risks. ”

PLC update policy

The European Commission support for the production of this publication does not
constitute an endorsement of the contents which refiects the views only of the authors,
and the Commission cannot be held responsible for any use which may be made of the
information contained therein.
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Use a VPN service

Use secure protocols (ssh, https...)

If possible test data integrity to
guarantee if something was
changed during transfer

The European Commission support for the production of this publication does not
constitute an endorsement of the contents which reflects the views only of the authors,
and the Commission cannot be held responsible for any use which may be made of the
information contained therein.
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2.4 Data storage - Backup

“ Avoid a disaster, keep your data safe. ’

Data storage / backup

The European Commission support for the production of this publication does not
constitute an endorsement of the contents which reflects the views only of the authors,
and the Commission cannot be held responsible for any use which may be made of the
information contained therein.
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2.5 Passwords

“ A poorly chosen password may result
in serious security problems. ”

Passwords

The European Commission support for the production of this publication does not
constitute an endorsement of the contents which refiects the views only of the authors,
and the Commission cannot be held responsible for any use which may be made of the
information contained therein.
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“ Not all WIFI are innocent!!! ”

Keep your passwords protected

Check the name of the network
before connecting to it

The European Commission support for the production of this publication does not
constitute an endorsement of the contents which reflects the views only of the authors,
and the Commission cannot be held responsible for any use which may be made of the
information contained therein.
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2.7 Internet surfing behavior

“ Behave yourself on the intemet!!! ”

Internet surfing behavior

Prefer websites using secure
connections (https)

The European Commission support for the production of this publication does not
constitute an endorsement of the contents which reflects the views only of the authors,
and the Commission cannot be held responsible for any use which may be made of the
information contained therein.
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2.8 General rules

“ And always remember!!! ”

General rules

The European Commission support for the production of this publication does not
constitute an endorsement of the contents which reflects the views only of the authors,
and the Commission cannot be held responsible for any use which may be made of the
information contained therein.




